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Live demos

VERY High tempo!!

Onenote

And YES, I Will post this material to the TechED Session download!

Questions outside after the 
session

Session format= Freestyle session!!
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This session is about two things:

Weaknesses in your environment today!

Potential Solutions!

Session GOAL: 

Give you insights that you can bring home and use 
in your own environment !

This session is not:
Focusing on technical diagrams on authentication schemes

It´s a REAL LIFE session!

What this session is & isn't
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The following will be discussed:

Attack - Passing the hash
Attack - Passing the dutchie
Attack - Brute force passwords
Attack - Computer account logins

Defence - Restrict NTLM [Windows Server 2008R2/Windows 7]
Defence - PKI/Smart Cards/Authentication Mechanism Assurance
Defence - Other [Ipsec/Direct Access/]

Attack - Cookie Stealing 

And some other interesting things if there is time ;)

Not covered (Due to limited time)
-No password sniffing
-Offline  password cracking etc..
-Authentication bypass

Session Content
Monday, October 12, 2009
1:18 PM
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Walk in through the entrance, backdoor, windowÁ

(Piggybacking highly recommended)

Send email with link to evil codeÁ

Various Wireless attacksÁ

Classic Web/SQL attackÁ

Ideas on how to get to the internal network:

SRV-RODC-01

SRV-FILE-01

SRV-WEB-02

SRV-DC-01

EXT-WEB-01

EXT-DNS-01

EXT-SMTP-01

Attacker

CLI-004

CL-002

CLI-006

Attackerrelay

Prerequisits - Internal network access!
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Target executes malicious file from the web
Attacker gets remote access

Initial Attack

Attacker uploads tools to target
Attacker extracts password hashes

Local target Pillage

Attacker connects to other systems
& continues pillage

Expand network influence

Attacker Authenticates to Domain Controller
Evil Hacker Pillages the DC.

Endgame

New threats on the block - 64-bit tools are now circulating the web

SRV-DC-01

Attacker Attackerrelay

CLI-006CLI-004

TRUESE\Administrator::cd3db75af971f4b790c9f2b697b6025e:3e4943ed73c49209244ab40ca5b251ad:::

Attack  A - Passing the Hash
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Conceptual:
This is the concept of injecting a compromized hash into a local session and then use the hash to authenticate to network 
resources. This method eliminates the need for password cracking in a windows environment.

Description of the demo below:
1.    Hacker compromises one server/workstation using a remote/local exploit. (This is not demonstrated in this demo)
2.    The hacker extracts logged on hashes and finds a logged on domain admin account hash
3.    The hackers use the hash to log on to the domain controller
4.    The hacker extracts all the hashes in the Active Directory database and can now impersonate any account in the 
domain.

Demonstration:

The starting point of this attack is that an attacker has control over at least one computer using for example a 
client/server-side exploit. (Since this demo is not about exploits I will leave that out in order to keep focus on the 
authentication attack)

To simulate a remote exploit, I´m simply using a psexec connection connecting to the compromised server:

In this first scenario I´m running a Truesec tool named Gsecdump to dump the logged on hashes. I can see that both a 
user from the hell-domain named marcus is logged on as well as a local account named service1.

My next step will be to use the domain-joined password hash to connect to the domain controller.

Passing the hash reference
den 8 juni 2010
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My next step will be to use the domain-joined password hash to connect to the domain controller.

Before I do that I will try to connect to the domain controller without the hash to prove that I do not currently have 
credentials to access the domain controller:
I´m trying to set up a net use session and just as expected, my current credentials doesn´t allow me to mount the hard 
drive on the domain controller.

So, my approach would be to start a new session on our local attack-machine and inject the hash into that session:

The Msvctl tool is a Truesec internal tool that we use in this case to create something similar to a ñrunasò-session, but 
instead of using a username and a password we are simply injecting the hash.

The Truesec Msvctl tool will initiate a new cmd session in the context of the user marcus with the injected hash:
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Now when we run the net use command again I´m allowed mounting the hard drive on the domain controller. This works 
since the Marcus account is a member of the Domain Admins group.

The natural finish would be to run the Gsecdump tool again and extract the password hashes from the entire active 
directory database:

This means that since we can extract all the password hashes we now can impersonate any account in the entire domain 
using the Msvctl tool.
Another thing that deserves to be mentioned is that the exact same method can be used to extract the local hashes 
stored in the SAM (Security Account Manager) database of a client or a server:
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